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Consent Sched 2 & 3 s.1 of the 
DPA defines consent as 
one the means by which 
data may be processed 
fairly.  The ICO has 
provided guidance on 
best practice for the way 
consent may be 
collected. 

Consent is more clearly 
defined. Art. 7 describes 
the conditions for 
consent.  It must be clear 
and unambiguous for 
each purpose.  We must 
keep records of consent 
received (so we can 
demonstrate we have 
received it). Data 
subjects must be able to 
withdraw consent at any 
time and as easily as it 
was to give it. 

Review all processing 
arrangements which are 
dependent on receipt of 
consent and ensure they 
are compliant with Art. 7. 
New mechanisms for 
withdrawal may need to 
be developed. 

 P&OD 

Data breach notification There is no requirement 
to inform the ICO or data 
subjects, but considered 
to be good practice.  
Failure to do so may 
have a bearing on the 
size of any fine levied. 
Data Breach Protocol 
managed by PP&IO. 

There is a requirement to 
inform both the ICO and 
affected data subjects for 
breaches which are ‘likely 
to result in a high risk to 
the rights and freedoms 
of natural persons’ Art. 
33(1). The ICO must be 
informed within 72 
hours. Art. 33(5) requires 
the data controller to 
keep records of 
breaches, so that the ICO 
can verify compliance 
with Art. 33. 

Review and update 
breach notification 
process. 

 
Data Protection 
Breach Procedures 
update as part of IG 
Framework – 
completed  

P&OD 
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Data portability No provision. New right for data 
subject to be provided 
with their personal data 
in a portable format (Art. 
20). 

Monitor advice from ICO.  
Develop new process.  
Potentially impacts every 
information system 
processing personal data. 

 P&OD – 
implementation 
through Customer 
Connect 

Data processing 
agreements 

There is a legal 
requirement in the DPA 
for data processing 
arrangements to be 
described in a written 
contract (Sched 1, Part II, 
s.12). 

Art. 28 details more 
precisely exactly what 
must be specified in the 
contract between the 
data controller and 
processor.  Processors 
also have liability under 
GDPR and can be fined 
for breaches of articles 
(Art. 83). 

Review data processing 
agreements.  Ensure all 
processing by third 
parties is covered by a 
written contract to the 
standard of Art. 28.  
Indemnity should reflect 
the increased risk to the 
organisation, and an 
expectation that 
processors have taken 
out insurance 

Initial discussions 
with Procurement 

P&OD/ Finance & 
Procurement 

Data protection officer 
(DPO) 

No requirement to have 
dedicated staff assigned 
to managing data 
protection.  At SLDC, 
there is PP&IO, SIRO & 
DSIRO 

Arts. 37-9 define the new 
requirements for DPOs.  
It is expected that SLDC 
will be required to 
appoint a DPO.  The DPO 
shall have expert 
knowledge of data 
protection law and 
practices, and must 
report directly to the 
‘highest management 
level of the controller’. 

DPO will require specialist 
training and an update to 
professional 
qualifications. 

PP&I Officer to 
attend training 
Sept/ Oct 2017 

P&OD 
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Fines The ICO can fine up to 
£500K for breaches of 
the legislation.  Most 
fines have related to 
breaches of the 7th data 
protection principle. 

Art. 83 defines two tiers 
of fines for infringements 
of different articles.  The 
ICO will be able to fine up 
to:  
(a) 20M EUR or 4% of 
global turnover, e.g. 
failure to respond to SAR 
or act on request under 
‘right to be forgotten’ 
(b) 10M EUR or 2% of 
global turnover, e.g. 
failure to carry out PIAs 
Fines can be imposed on 
data controllers and data 
processors. 

Conduct risk assessment 
and raise awareness of 
the consequences of 
failure to meet 
requirements of GDPR. 

 P&OD – 
implementation 
through Customer 
Connect 

Policy The Council has a DPA 
policy which details how 
the DPA is to be 
implemented. 

Local policy will still be 
required. 

The DPA policy will need 
to be reviewed and 
updated to reflect the 
requirements of GDPR. 

Data Protection 
Policy (2017) 
refreshed in line 
with arrangements 
under IG Framework 

P&OD – 
implementation 
through Customer 
Connect 

Privacy Impact 
Assessments (PIA) 

Not required, but good 
practice.  Code of 
practice published by 
ICO.  

Required under Art. 35. Communication with all 
those affected.  Ensure 
PIA is embedded into all 
project and change 
management processes. 

 P&OD/ Committee 
Services 

Privacy notices We must inform data 
subjects of the 
processing of their data 

Art. 13 details much 
more precisely how data 
subjects should be 

Review privacy notices.  
Ensure all processing is 
covered by notices and 

 P&OD – 
implementation 
through Customer 
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we will undertake and 
the purposes for that 
processing.  ICO 
publishes a code of 
practice for privacy 
notices. 

informed about the 
processing of their 
personal data (at the 
time their data are 
obtained). 

notices are written to 
GDPR standards.  Follow 
updated guidance from 
the ICO. 

Connect 

Records of processing The description of 
processing is supplied to 
the ICO as part of our 
registration as a data 
controller. 

Art. 30 requires the 
Council to keep detailed 
records of processing 
activities.  This includes 
details of recipients of 
data, transfers, and time 
limits for erasure and 
security measures. The 
GDPR presents a shift 
towards accountability 
and the need for the 
Council to prove its 
compliance with the 
regulation. 

Follow ICO guidance.  
Develop a fuller record of 
all processing activities 
across the Council.  Draw 
on recommendations 
from recent Data 
Assurance Audit. 

Initial Information 
Asset Register/ 
Records Retention 
Policy & Schedule 
monitored in line 
with IG Framework 

P&OD – 
implementation 
through Customer 
Connect 

Right to rectification Principle 4 requires the 
data controller to ensure 
that the data are 
accurate and up to date. 

Art. 16 gives data 
subjects the right to have 
inaccuracies corrected 
and the completion of 
incomplete data. 

Monitor advice from ICO.  
Develop a new process.  
Potentially impacts every 
information system 
processing personal data. 

New Protocol – 
under IG Framework 

P&OD – 
implementation 
through Customer 
Connect 

Right to be forgotten No direct provision, but 
continued processing of 
personal data must be 
justified. 

New right for data 
subject to have their 
personal data erased 
without undue delay and 

Monitor advice from ICO.  
Develop a new process.  
Potentially impacts every 
information system 

New Protocol – 
under IG Framework 

P&OD – 
implementation 
through Customer 
Connect 
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we must take reasonable 
steps to tell others.  
There are some 
provisions under which 
data can be retained (Art. 
17). 

processing personal data. 

Security of personal 
data 

The 7th data protection 
principles requires 
‘appropriate technical 
and organisational 
measures shall be taken 
against unauthorised or 
unlawful processing of 
personal data and 
against accidental loss or 
destruction of, or 
damage to, personal 
data’.  Most fines issued 
by the ICO relate to 
breaches of this 
particular principle. 

Art. 32 defines the 
security of processing.  It 
explicitly addresses all 
aspects of security: 
confidentiality, integrity 
and availability.  
We are expected to 
regularly test our 
measures to ensure 
security of processing. 
Compliance with the 
article can be 
demonstrated by 
adherence to an 
approved code of 
conduct or certification 
scheme. 

Personal data held by the 
Council must be 
identified and secured to 
a set standard (at least 
SLDC IG Framework). The 
Customer Connect 
project will work closely 
with the implementation 
of GDPR.  We will 
monitor guidance from 
the ICO for indications of 
favoured certification 
schemes. 

 P&OD – 
implementation 
through Customer 
Connect 

Subject access rights Data subject have right 
of access to their 
personal data held by the 
Council.  Response must 
be provided within 40 
days.  We may (and do) 

Right of access 
preserved, but a 
response must be 
provided within a month 
(Art. 12). Complex 
requests can be 

Review and update SAR 
process.  There is a need 
for the Council to reduce 
the amount of material 
held about individuals – 
particularly that held in 

New Protocol – 
under IG Framework 

P&OD – 
implementation 
through Customer 
Connect 
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charge £10 admin fee. extended by a further 2 
months. Extra 
information must be 
provided in addition to 
the requester’s personal 
data.  No fee may be 
charged (unless the 
request is manifestly 
unfounded or excessive). 

mailboxes. 

Training (end user) The Council IG 
Framework requires all 
staff handling personal 
data to have completed 
training.  

Art. 39 specifies the tasks 
of the DPO, one of which 
is ‘awareness-raising and 
training of staff involved 
in processing operations’.  
The ICO routinely require 
organisations to mandate 
DPA training in 
undertakings issued 
following data breaches 
or examples of poor 
practice. 

Training courses will need 
to reflect the 
requirements of GDPR. 

 P&OD – 
implementation 
through Customer 
Connect 
 
To include as part of 
People Project in 
Customer Connect 

 


